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Study on electronic evidence acquisition and
analysis method over Windows logs
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Abstract: In order to collect logs in real time, two methods to acquire Windows logs in real time were proposed
respectively according to the two types of log file formats. Based on acquiring logs, an approach for correlating log files
with atomic attack functions was proposed. After the correlation, atomic attack functions can be analyzed instead of log
files, which can greatly decrease the time of analysis. A time based log correlation and event reconstruction method was
proposed to reconstruct the computer criminal scenarios. Experimental results show that log evidences can be acquired
and the crime process can be reconstructed effectively.
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M Windows 2000 F45, Windows %4t H EHATLA
I RARAE . Windows 2% LI H &S0
B RGHE. MARFHEMZeEHE, Hi,
ZEHERMNATE, TERFEHRITE. BT
FRGHEXM, WIERAMECEMNA, RS
ERRS HE. DNS Hi. PCT g H &
AE. FTP HiE. WWW HEF Internet Bk (ICF)
HESE, X HEHF, #5323 EventLog (HEIL5)
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R HEME, ORI KRRt HE SR
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2 Windows % i A BIAL E 8, A FMMCEWE NBIHERFEIN, gk AN
A& ERS GV | P AHC T S AMRF B H B, DLRIESR R R H
= B ek 512 4 (4
R HE %systemroot%\system32\config\SysEvent.evt ? AR e R rz lflff %J:_I\I%i if’;ENEj\ HAkd, EI:SFE;
EntryWritten o HHEHEE N Eventlog HE
NAHE %systemroot%\system32\config\AppEvent.evt Y N s R \g e
WA, fil &z, SER AT s — vk, 3R
&R %systemroot%\system32\config\SecEvent.evt B4 355 N\ 5| Eventlo g H Lm0 s, K
DNS H& %systemroot%\system32\config WO FENARE R H EE P,
VAFHFEAS %systemroot%\system32\config 322 X AHEXfF6YEI R %
AT e 1 2 DS
FTP H& Y%systemroot%\system32\logfiles\msftpsvcl\ . XT?IZIK???QZ?{I‘%H@ E] ”‘"I/ﬁ:’ %’iz U‘mli)bI
— ’ eostem 2 onfied ol ASCAF AR R T VE R SIS I A% 5 3R, TR
& %syst 1%\syst .
AR HI.NET “F & F, $#&ft 7 — FileSystemWatcher 5,
Bk H 0 & %systemroot%\

Scheduler iIt%5 H&  %systemroot%\schedlgu.txt

3.2 HESARFEEGE

Windows H &, A —#4r HE U2 LT
A RAERE R, e FTP HE . WWW H & LA
KAt RIMES HESSE, Ui b, 7 — 2N
R EE R HE =2 R H, L6772
i, AR RSB AR S 520 T77% 4 e
R .

32.1 it B &R EA R &

A EEIRDE Eventlog 7742 1) b il H &0
HIREU T 1o U~ BN Eventlog H & HI15 i) #&4%
TN R . TEREINET B & gt T —
EventLog 3§, XML [ X} Eventlog H E3CAFIH)
TR MIBRSE— RVERER 7. W3R 3 P2
H ) —EB 5 JEN A
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API ke

EventLog. Exists FTE E I H SR B
FEHAF E SR PR A A R

SEARER K S AR H S

EventLog.clear

EventLog.CreateEventSource 5%
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EventLog. SourceExists ST T AFAE SN F AR
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IEH SR HEN, Fit, ASO H ST S 1

REBE WU RS SO R A AR, FE S0 H skl
A H s SO R A AR I g T s R . A R L E
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FileSystemWatcher

OnChanged 51/ Changed S, B H SRR A SO I 8
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OnRenamed 5| &K Renamed Fi, 24 S04 H S akas SO 5
2N R T

OnDeleted 51K Deleted FF, 430F BB AR E
T2 ) Bk B R 12 vk
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FTE AL A3 77

Xt Windows H S MVEALALFEA) S FEUN T

1) X &G4 1) Windows H & SCHF 34T 9325,
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S Windows H & S HIH#IA
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ASCHRYE 5 2L, FEAT H & W bR i oSk 45
M, KA & EZ oA B BUER s 1 2
NIIL- 52

Exists

Signature Timestamp

K2 SR

FeA s Xrh & — AN E R & T .

1) Type J@VEARXS H BRI HIA

2) Signature J& PEHfi A 1 ik Windows H &
AR HEE R, ZAN B IEERIT Windows H &
RIS 5

3) Exists J&PERFRi1Z HEILFE B NE D
JR ¥ Bk D e i — 843 IR 25 AL

4) Timestamp J& ' H K418 Windows H &7 4
RN ] 5

5) IP_address #= MAHM. ] Windows H &g H
TR SR IR 1 1P bk

6) Logfile FKit 5% Windows H &SR

RAIFVRHAE J& 72 H &5 J5 7 Zods D RE i o8
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fE R fEH BRI RS, “WE-FHERL
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BHHFRER

| Type IP_address | Logfile

BEfh):  2012-5-19 FiEE): crypta2 &
WHE M)  ho:49:28  ZERIE): i —I
R (E): {ER I IO 7 + |
HFPa: b
ITEHL ) HP31417T23551

#if )

BB E= AR B FEAIS AT, M
<http:ffwww. download windowsupdate. com/msdownload/update/w
3fstatic/trustedr/enfauthrootseq. txt>

K3 s H AR

CHEH, “HBMEFMRE=TIE FKFH TR, FALSE,

“2012-5-19 10:49:28”, 0, “Application Event Log”}
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FiRE LR, RS BEEAT A, L
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ipsweep JiVE%4E, HABE AN Brth A AL 5L,
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4.2 Windows BESEFREIEEREL

% Windows H & SCAFiE s 47 Lk (i A
WELZ JE, BT LB RS INETE HE S RS
BT RGBT UEThaE S H BRI SRBEoR E 7
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Attack={
[typei, signaturei, exists), timestamp, ip_addressi, logfile;]

[types, signatures, existss, timestampy, ip_address, logfile:]

[typen, signaturen, existsn, timestampn, ip_addressn, logfilen]

}
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SR H B, 5B DiRe R H ST
fo, 45— HE R Signature J& P VLAC K IH S,
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9 TRUE, FHIdxAHMNAS S 45 ¥ X ohse+ B
A B HEL k1) Exists J& YA R, IR iX
Wit ke, BHADE R, FTEESS . Ak,
T ERZ B SRKR AT

N7 IREILEC IR, A0 — R A AR R
i e B R B D BRI — M TAR BB o axX Lt
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Jri > REAE A PR R BIR K — B2 H S0 S0 B
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AR H Sl AT 038, b, SR Uy
hRE R R BIHE—RE &, 1AM — 255 By
TheReMIP 22 28 H &

2 R UUR, Birfy B S AR S S S 2
RERIGEAK . LRI HE, CaEdk 1 HT
Wi Dhfig o JEIDRE IR Sy D) e % M (8] BEAT HEFe
AR, AT A A AR FAF IR

H &5 5 Yo ThRg i R R R 59 1 pr
e Fer L OMEALJE R H SR, A SRR Bl
Bl e, | ARG B BAA, P oA UL i e i
TR, Q NI IL R 5§ Bk A .

BE1 HESE IR RRAEE

foN: HEPFE L, BohildiFE A wIas 2Bl

H 1
frs: JETEeRBAS) Q
Q=9
P=g
for each | € L:
if 3aeP, l.signature=a.signature;:
a.existsi < TRUE
a.typei «— event type from A
a.ip_addressi «<— |.ip_address
a.timestampi < |.timestamp
alogfilei < l.logfile
end if
if VaeP, for all i € {1,2, -*-, n}, aexsitsi =
TRUE:
Append ato Q
Remove a from P
else if Jael, l.signature=a.signature;:

create a new attack S
s.existsi < TRUE
Stypei < event type from A
Sip_addressi <— l.ip_address
Stimestampi < |.timestamp
slogfilei < l.logfile
Append sto P
else if JacA, l.signature=a.signature;:
Create a new attack S
s.existsi < TRUE

S.typei «— event type from A
S.ip_addressi <— l.ip_address
S.timestampi < |.timestamp
slogfilei « l.logfile
Append sto P
else drop |
end if
end for
WHEE LRI AN, MIERE 1, &%
H S E 5wt B2t BAS P b i A Bttt 47
signature J&EVERIULEL . SIAEHL T, METEE | & H
SHPH®Z -1 NETBEE#ATILE, BT

i(i —1):@ WUGHEE, BT 1A AFIRAN N

T, X signature J& P4 1 UG B4R AR B2 B [A] i,
RIS 1 BN T 225 B2 09 O(N?).
43 EHEW
KHKJG ) Windows H B30, AL R 1 H ity
TR . W RAEH BN LG Z MBI, it
A A REXT AN EHILIE AT EM . BT AR
THEHLRTR R — Mt Rl S0, R
PLER RS BoA gt HHEAEIRER
BT BAEAE A —FE, PRIEE H Ak, @5
BH R BCE L5 B A 8RR R gR 1 &
HA T .
AR B AR 7, e g kg
B R 5B DhRg, AR ) S 5 U AT HE, R
JERAEANR 1P, B EAICIRR I . S5
EWEE 2 Fin e Hodr, Sort()& — M HEF k3, K
SRR 5 BTk DA 2 I e Rkt AT HE
Bik2 ARREMEDL
BN RERE R 7B Q
. NRFERASS
S=g
Sort(Q) by timestamp
for each acQ
if 3seS, sip address=a.ip_address
Append ato s
else
Create a new scenario m
m. ip_address < a.ip_address
Append atom
Append mto S
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5 XHERETH
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b, WE E 1145 Windows RSl H B 5
MEFESE, Frbl, FEE OB AT N,
FHRZE) H EIL SRR, Hokax e 5 E50 B A T
WEA AT . BT AR BRI =, A SCRA R
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AR SR O MR LML & VMware
WorkStation 6.0, % £ K H ] /& Microsoft Visual
Studio 2008 ZFEFAEE, ks 2 8 FH )2 Sk i) SQL
Server 2005, EHL#EAE RS /& Windows XP R4t .
52 SKWHERKS

ARICBETE T H S S SRR G2 AT (1 5256
ISE 7 Windows H & SCAF ¥ SR 3R B T e A H

N7 B E Windows H & SCAF (1) SEI SREUT V%
AT 1 2 s — Rl SEEREL Event Log H &
(RSsy, — B SR SRR H B ) sede (S
B )2 1S H &)
7E Event Log H & 1 SEif FR AL, J@
XﬂL hpqwmiex Il 55 (1) J5 2 F1OC SR B IE « 1 2 is
ITIRIERRR, WSRO0 H B Sy i6 1k
If’E, SR J5 JE 3l hpqwmiex iR 55, SEIG45 Rk 8
Fros o
Kl 8(a)/& H B UG FF 34T M4 1Al &
8(b)& X hpqwmiex k5% /5 2 1 5% A 5 ok 1 H &
TOSRIAE . B8 R, ARSCIRHM M TR SIS
H R EUAC S AH 5 hpqwmiex IR 45 )3 sh A< A 1)
Hidx.

AEFERR F 34 | System Log |Application Loz Seewrity Log| Dns Loz ITs Loz !

) 2012-5-23 15:49:26 Service Control Manager 1073748559 HF31-
) 2012-5-23 15:49:26 Service Control Manager 10T3T45860
) 2012-5-23 15:50:15 Service Control Manager 1073745359 HP31-
@ 2012-5-23 15:50:15 Service Control Manager 1073748860
@ 2012-5-23 15:51:09 Service Control Manager 1073743859 HP31-
(] 2012-5-23 15:51:09 Service Control Manager 1073748560
m 2012-5-23 15:51:15 Service Control Manager 1073745359 HF31-
) 2012-5-23 15:51:15 Service Control Manager 10T3T45860
) 2012-5-23 15:51:27 Service Control Manager 10737453359 HP31-
) 2012-5-23 15:51:27 Service Control Manager 1073748860
@ 2012-5-23 15:51:35 Service Control Manager 1073743859 HP31-
(] 2012-5-23 15:51:35 Service Control Manager 1073748860
(] 2012-5-23 15:51:3T Service Control Manager 1073748859 HF31-
m F012-5-23 15:51:36 Service Control Manager 1073748560
(@) JFRMRS R
=t i | Application Log " Security Log " Inz Log " IIz Log " F
@ 2012-5-23 15:50:18 Serv1 ce Control Manager 10737456559 HF314
@ 2012-5-23 15:50:18 Service Control Manager 10T3T48560
(5} 2012-5-23 15:51:09 Service Control Manager 1073748359 HF314
@ 2012-5-23 15:51:09 Service Control Manager 10T3T48560
@ 2012-5-23 15:51:15 Service Control Manager 1073748359 HF314
@ 2012-5-23 15:51:15 Service Control Manager 1073748560
@ 2012-5-23 15:51:27 Service Control Manager 1073748359 HF314
@ 2012-5-23 15:51:27 Service Control Manager 10T3T48560
()] 2012-5-23 15:51:35 Service Control Manager 1073748359 HP314
@ 2012-5-23 15:51:35 Service Control Manager 10T3T48560
) 2012-5-23 15:51:37 Service Control Manager 1073748859 HP314
@ 2012-5-23 15:51:38 Service Control Manager 10T3T48560
@ 2012-5-23 15:52:05 Service Control Manager 1073748359 HF314
@ 2012-5-23 15:52:05 Service Control Manager 10T3T48560
@ 2012-5-23 15:52:09 Service Control Manager 1073748359 HF314
) 2012-5-23 15:52:09 Service Control Manager 1073748880
@ 2012-5-23 15:52:15 Service Control Manager 1073748359 HF314
@ 2012-5-23 15:52:15 Service Control Manager 10T3T48560
@ 2012-5-23 15:52:18 Service Control Manager 1073746559 HF314
@ 2012-5-23 15:52:19 Service Control Manager 10T3T48560

(b) TFEMRS fE H &

K 8 Event Log Mzl

FESCAR HE RIS SR USE S8, eiaqT skt H
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SRR, REHURMIT, XIS HEidsit ﬁ%%%ZF BAGEM W EEN, SHEE
TSR HEAE, SRIGUEAHSRH H A e o2 st PROVEADBEE AR 4, M BT8R T 3389 I 1,
AR . SO0 AE RIE 9 B BN T DA ZIR AR T AL 25251

Kl 9(a)2& HEWIR AT IR oA, B BARRan R el 2 MEERSE, JF

9(b)e: Vi In] 3l J5 8 3R 1) H e sk s i . 7E XS
ﬁﬁﬁwﬂﬁ FE P3G I 1IS Fhid s A 5215 )]

LB RGERAE DR RFET s
SIHEANRGE, JFHAERG I hack,

e S 5 S 4 N 1 = El, N 2
T WIS IR Tk, AT TAISN SRR RURIRI RS, AT
/ > 4L
G SR, W DL SR I I H A, TR
| BEFER 4R | System Loz || Application Loz | Security Lo | Bt e 12 447 ” Swztem Log || Application Loz || Seeurity Lo
10:54:53 192 168.0. 109 GET /images/01. gif 200 10:54:53 192 188.0. 109 GET /imazes/20. gif 200
10:54:53 192, 168, 0. 109 GET /images/02. gif 200 10:54:53 192 188.0. 109 GET /fimagzes/30. gif 200
10:54:53 192 165 0. 109 GET fimages/03. gif 200 10:54:53 192 168.0. 109 GET /images/28. gif 200
10:54:53 192, 1688.0. 109 GET fimages/04. gif 200 10:54:53 192, 168.0. 109 GET fimages/11.gzif 200
10:54:53 192, 168.0. 109 GET fimages/0S5. gif 200 10:54:53 192, 168.0. 109 GET fimages/31.gif 200
10:54:53 192. 168. 0. 109 GET /images/O7. zif 200
10:54:53 192 168. 0. 109 GET /images/08. gif Z00 10:55:04 192, 163.0. 109 GET fhomepaze. html 200
10:54:53 192 168.0. 109 GET fimages/12. gif 200 10:55:04 192 163.0. 109 GET fimages/01. zif 304
10:54:53 192, 168. 0. 109 GET /images/09. gif 200 10:55:04 132.168.0. 109 GET fimages/O0 0. gif 304
10:54:53 192 188.0.109 GET [images/10. gif 200 10:55:04 182 168.0. 109 GET /images/02. gif 304
10:54:53 192 168, 0. 109 GET [images/0B. gif 200 10:55:04 192, 168.0. 109 GET fimages/03. gif 304
10:54:53 192 165, 0. 109 GET /17 zif 404 10:55:04 192, 168.0. 109 GET fimages/04. gif 304
10:54:53 192. 188, 0. 109 GET /images/13. gif 200 10:55:04 192, 162.0. 109 GET fimazes/0S. zif 304
10:54:53 192, 165.0. 109 GET /images/14. gif 200 10:55:04 192, 163. 0. 109 GET fimazes/0B. zif 304
10:54:53 192.168.0. 109 GET Simages/15. gif 200 10:55:04 192 183.0. 109 GET fimazes/07. zif 304
10:54:53 192. 168. 0. 109 GET [images/16. gif 200 10:55:04 192, 168. 0. 109 GET fimazes/1B. zif 304
10:54:53 192 168.0. 109 GET fimages/18 gif 200 10:55:04 192, 168.0. 109 GET /17 gif 404
10:54:53 192, 168.0. 109 GET fimages/19. gif 200 10:55:04 132, 168.0. 109 GET fimazes/18. gif 304
10:54:53 192, 168.0. 109 GET fimages/21. gif 200 10:55:04 192, 168.0. 109 GET fimages/19. gif 304
10:54:53 192 185.0. 109 GET /images/20. gif 200 10:55:04 192, 163. 0. 109 GET fimazes/20. zif 304
10:54:53 192. 168.0. 109 GET /images/23. zif 200 10:55:04 192, 168.0. 109 GET fimazes/Z1. gif 304
10:54:53 192. 168.0. 109 GET /images/ZZ2. gif 200 10:55:04 192 188.0. 109 GET fimazes/Z3. zif 304
10:54:53 192. 188, 0. 109 GET /images/2R. zif 200 10:55:04 132 168.0. 109 GET fimagzes/26. gif 304
10:54:53 192 168.0. 109 GET /images/29. gif 200 10:55:04 132, 168.0. 109 GET fimazes/28. gif 304
10:54:53 192. 168. 0. 109 GET /images/30. gif 200 10:55:04 192, 168.0. 109 GET fimages/29. gif 304
10:54:53 192. 168. 0. 109 GET /images/28. gif 200 10:55:04 192, 168.0. 109 GET fimages/30. gif 304
10:54:53 192. 188, 0. 109 GET /images/11. zif 200 10:55:04 192, 168.0. 109 GET fimages/22. gif 304
10:54:53 192. 168.0. 109 GET /images/31.zif 200 10:55:04 192 188.0. 109 GET fimazes/31. zif 304
(a) Yy la) Pk AT (b) Vil Wk 5
Ko oA HE R
System Log | Application Log | Security Loz | Dns Log | IIs Log | Fip Log
attack name iz BRI i
type: B/ T Message: (TIBIFLEET: A PE  Adninistratorf: ETREFSFBOCETAEIER ID: (0x0, 0x3EFCC4) BFEEE! B FTHE NilnSep B
(AT NTIN T fE3E:8 - PC-201 2010816072 GUTD -
attack name iz BT B,
type: kP EFMessaze: 1N RHIR P MICROSOFT_AUTHENTICATION PACKARE_V1_OBFFMEP: AdninistraterdB T 1ERE: PC-201201091607ER 1,
70:0x0
attack name iz BHEF
type: BT/ T iEMeszage PR HPE  Mninistratortd; ETEEFSFEOCETAESEFID: (0, Dx41F40) BREER 10 il
PRI IR 1T 32
E 10 HERBE,
A 93 > P2y 4
522 HE&RIKHHT FEI TR IIRERE, RE T S EN . HEE

N T B8R H &5 SR By DR i SR e A K AE
SEFEA B H S5, ASCEY SR, EE
BHMREE T B DIRE Rk . REHEH 72

Jiy Brar T RE R IR A 25 R W& 10 o
MIEL 10 thar A 2 3 268 735l 70 Al
g, AU SGR ME . ME—%E T
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T Windows H 1 B FlF4 SRELS b 75 0 51 + 133

wr N, AR R H S

B 11 AR B IR B g S AT S A R
g, AR DUE AP E et TSR, A
2 PRI g sl R A, M ESR T R
gt (L E I HE IR, fmﬁ@m%Fﬁﬁ,
g M NIR B NZ VAL Frig s — 3 E. B
FSI SRR, K H A5 TR D RE SR AL

Windows H &S SCER M. $-H T —Fh T I5
(B RER A A A 73, S 7T REIL IR 5
(R EEAL o d I SRS, 3R ARSI I EE T Windows
H 30 1) R uEHE SR BN 438 73202 2
TEARSRI TAE, Fwt gt o8 2 2880 H 50
(P S I M AU T7 3, 3 78 I Bt Th e i ik
B, FER A B AR RS AT IR AR T

httack scene is:

Step | HRET
typeimﬁpﬁﬁ
ip_address:workeaoup
LogSource: B3 HE
Time:2012-5-30 10:21:48

2012-5-30 10:21:48

Step 2 HRE
t}’peim"ipﬁﬁ
ip_address:
LogBource: T2 HE
Time:2012-5-30 10:21:48

2012-5-30 10:21:48

Step 3 BRIDEF
type: B /ITH
ip_address:worksroup
LogBource: E2 AL
Time:2012-5-30 10:21:50

2012-5-30 10:21:50

61 NTINT fE554 : PC-20120100180T R GUID: -
Step 4 SEEE 2012-5-30 10:21:50
type:%ﬁﬁyfﬁ

ip_address:workeaoup

LogSource: S HE

Tlme 2012-5-30 10:21:50

Message: B ST P : NICROSOFT_AUTHENTICATION_PACKAGE_V1_OFEFME P : Adnini stratordBT fEIE: PC-201201091607 8 R

Message: BB FHIF P MICRISOFT _AUTHERTICATION_PACKAGE_V1_DEFMEF : AdninistratoriB 1 tERE : PO-201201091807HER

O o M a0 - . .l meee—e——

-

AR 0x0

A 020

Mezzagze: FETHEORIEEEF: B P42  Admind stratortd): ETEEFSFEOCETAESER ID: (0x0, Ox3EFCCA)EREER  sBF IR MilnSsp BinkiEERF

B SR Egg

BEAT AR SR M F A A VA T

sEAh, BLEsx s gt H A S 7RI
wrid e, AR AR H A, BT PHE AR E
XSRS 1 BB ERAE, Glangs ks H Sl T
RE B EEERE. P, WRER 2R,
HH AT HEANAER], WEAAR ) H S
REE AR A, SRR 7.

6 ZRia

A 3% Windows H & (1) SE I 3R B A 2 T
Windows H ZUEHE I CBR /3 A 7 5304 T 7 EFE, AR
5 Windows H B SCHHIRE R, 20 nlF s 14X — ik
il H & ST A SO H B SR 2 Bl 3R IO
R TR HERAT RIS, R T M50 HR
e AR R T, Rt EALEBOIE N 515k T
Windows H EHGIEFIAH IR, Feifpi 5 2 MH
XTI SR BUe DhRe, TR T 5 B DhRe RN iR
TR R B o e S H Bl s AT Rl SRS

SE 3K

[1] SAHOO R K, OLINER A J, RISH I, et al. Critical event prediction for
proactive management in large scale computer clusters[A].
Proceedings of KDD 2003[C]. Washington, DC, USA, 2003. 426-435.

[2] FU S, XU C. Exploring event correlation for event prediction in
coalitions of clusters [A]. Proceedings of the International Conference
for High Performance Computing, Networking, Storage, and
Analysis[C]. Reno, USA, 2007. 1-12.

[3] FU S, XU C. Quantifying temporal and spatial correlation of failure
events for proactive management[A]. Proceedings of 26th IEEE
International ~ Symposium on Reliable Distributed ~ Systems
(SRDS2007)[C]. Beijing, China, 2007. 175-184.

[4] SALFNER F, TSCHIRPKE S. Error log processing for accurate event
prediction[A]. Proceedings of the USENIX Workshop on the Analysis
of System Logs (WASL)[C]. San Diego, USA, 2008.

[5] LOU J G, FU Q, WANG Y, et al. Mining dependency in distributed
systems through unstructured logs analysis [J]. ACM SIGOPS
Operating Systems Review archive, 2010, 44(1): 91-96.

[6] OLINER A, STEARLEY J. What supercomputers say: a study of five



‘134 W

F33%

[7]

[8]

[9]

[10]

[11]

system logs[A]. Proceedings of the 37th Annual IEEE/IFIP
International Conference on Dependable Systems and Networks
(DSN'07)[C]. Edinburgh, UK, 2007. 575-584.

ROUILLARD 1] P. Real-time log file analysis using the simple event
correlator (SEC)[A]. Proceedings of LISA '04: Eighteenth Systems
Administration Conference[C]. Atlanta, USA, 2004. 233-150.

TANG D, IYER R K. Analysis and modeling of correlated failures in
multicomputer systems[J]. IEEE Transactions on Computers, 1992,
41(5): 567-577.

OLINER A J, AIKEN A, STEARLEY J. Alert Detection in Logs[A].
Proceedings of Eighth IEEE International Conference on Data Mining
(ICDM'08)[C]. Pisa, Italy, 2008. 959-964.

AR, BRYL, ER. M RBAETET D] R,
2010, 33(3): 504-513.

ZHANG Y D, ZENG Q K, WANG J D. Studies of network
coordinative forensics computing[J]. Chinese Journal of Computers,
2010, 33(3): 504-513.

we, FEt, Wi, AT AEIEESTHERUANRE S E
K75 2 (1], A2, 2011, 22(5): 996-1008.

FU X, SHI J, XIE L. Layered intrusion scenario reconstruction method
for automated evidence analysis[J]. Journal of Software, 2011, 22(5):
996-1008.

EEEAN:

ERSHE (1970-) , o, WEFHEA,
B, RIACKFERIZE, FEHR TN
W% EiE B4, SR, THELEBGE
&,

XIfB% (1987-) , 5, MEEIEA,
ARACK =, FEH T [ M 4% S
Rz A THEHUGE.

RRAE (1969-) , &, Fok, 47
VRN, W, ZRACKZVRIN, 3 EHET
TIAMG EE B s . EERK. iTH
HLEGIESS: .

BRHEE (1968-) , Lo, WAL,
fitt:, JLPHTRESABEHER, EEH T I5 1A
AL 5EE %4, BagE AR, it5
HUBGIES .



	125-134

